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Indian Cyber Security Solutions
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Indian Institute of Cyber Security
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en Cyb arrior

Explore the world of cloud computing through our acclaimed Azure
Training Program, a collaboration between Indian Cyber Security
Solutions and the Indian Institute of Cyber Security. Gain hands-on
expertise in Azure cloud services, infrastructure administration, and
cybersecurity protocols under the mentorship of seasoned industry

professionals. Elevate your career in cloud computing with

assurance and proficiency!
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Cloud Computing Network Security

In our extensive Azure training, we cover fundamental topics essential for mastering cloud
computing. Our program offers practical experience in Azure services, infrastructure
management, and cybersecurity practices. Explore the nuances of cloud architecture and
deployment tactics, led by industry professionals. Whether you're a beginner in cloud
computing or aiming to advance your expertise, our training equips you for the demands of

today's digital environment.
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Certification

After the completion of the course, candidates will get a joint certificate
from Indian Cyber Security Solutions and Indian Institute of Cyber Security

)
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INDIAN INSTITUTE OF CYBER SECURITY

In association with Indian Cyber Security Solutions

AN SO 27001 & 9001:2015 Certified Company
Certificate Number: [ICSXXXXXXXXXXXX

3 — CERTIFICATE OR€COMPLETION —

% This is to acknowledge that

s e

has successfully completed the AWS Solutions Architect- Associate Training

AT

T

Issue Date:

ABHISHEK MITRA
CEO & MD

SHILPI DUTTA
CHIEF OF STAFF

EE{.QHH(DC‘ forrnance (90% - 100% marks) As \«'e,'coodpo formande (BO% - 89% marks) \cmm‘omr\c (70 '1'9 marks)
Be: Average performance (G0% - 6% marks)  B: Poor (50% - 59% marks)  C: Not Qualified [reappear all the modules]

W
AWS Basic Training AWS Advanced Training
Course Fee: INR 14,000/- Course Fee: INR 15,000/-
(One-time payment) (One-time payment)
Course Duration: 40 Hours Course Duration: 40 Hours
3 Months Training 3 Months Training
2 Classes Per Week X 2 Hours Each Day 2 Classes Per Week X 2 Hours Each Day
Batch Timing Batch Timing
Week End Classes | Week Days Classes Week End Classes | Week Days Classes
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University Training Partner’s
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IIT Guwahati

Adamas University

Lovely Professional
University

GNIIT
Centre OF Quality Education & Reicxrch
ABOR OMNIA VINCIT

Anna University

Bengal Institute of

Bangalore Institute
Technology and Managem

of Technology

UNVERSITY OF ENGINEERING & HANAGEMENT

Good Education, Good Jobs
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AWS Training Module

BASIC

Introduction to Cloud — Introduction to == Amazon Elastic Compute
Computing AWS Cloud (EC2)

=== Amazon Machine Image Elastic Block Store

Elastic Load balancer (Am1) (EBS)

MODULE - 07 MODULE - 08 MODULE - 09

Auto Scaling m==== Amazon Virtual Private — Identify Access
Cloud Management

Simple Notification

Service (SNS) — Cloud watch

Simple Storage Service —

bd — Relational Database — AWS Command Line
Lambda Service (RDS) Interface (CLI)
Budgets — Cloud Formation

(CFN)
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AWS Training Module

ADVANCED

Achieving Agility === Implementing Durable
With EC2 and Reliable Storage

Hosting Applications — Handling Dynamic  — Adapting EC2 to Your
With Elastic Benstalk Resource Requirements Business Needs

MODULE - 07

AWS Security Features

Administering AWS —
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Key Highlights

Lifetime
Access to
Hackers Lab

No Cost EMI 100%
&. Placement
Educational Support
Loan =

Certification
& Live
Projects

f) 3 Months

Training

.

Online
Training

Classroom
Training
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Why Choose

AWS Training at ICSS

AWS-Certified Trainers

Learn from AWS experts who provide real-world insights and best

practices. Receive guidance on the latest AWS trends and industry

developments.

Hands-on AWS Labs

Practice with AWS tools and services in simulated environments.

Gain practical experience in deploying and managing cloud

solutions on AWS.

Flexible Learning Paths

Customize your training with options for online or in-person

classes. Choose the mode of learning that fits your schedule and

preferences.

Industry-Recognized Certification

Earn an AWS certification to validate your cloud computing skills.

Boost your credibility and stand out in the competitive job market.
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Eligibility Critaria

Technical

Individuals with a Technical foundation
can expand their expertise by enrolling in
AWS courses

» A degree or diploma in a technical field
such as Computer Science, Information
Technology, Engineering is preferred but
not always mandatory.

« Familiarity with fundamental technology
concepts, programming languages (like
Python, Java, or C++).

o Prior experience in software
development, IT operations, system
administration is advantageous.

« Understanding of basic cloud computing
concepts and terminology will be helpful.

« Ability to analyze and troubleshoot
technical issues is important.

Non-Technical

Students from non-technical disciplines
can pursue courses in AWS

While a technical degree isn't
necessary, having a degree in business,
marketing, finance or any other field
can be beneficial.

Interest in technology, cloud computing
and the AWS platform through self-
learning or other means.

Proficiency in using computers,
navigating software interfaces and
understanding common digital tools is
essential.

Ability to adapt to new technologies
and learn quickly.
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‘ Job Opportunities
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AWS Cloud O VS Devlps
1 Architect Design and implement . Engineer
' AWS-based solutions
Design and deploy that meet customer Aut.omate and
scalable and highly requirements, ensuring streamh.ne c%eployment,
available clodd | scalability, reliability, monitoring, and
! and cost-effectiveness. management processes
arcf;tvtlzc;clual;z:nr: tre L on AWS, using tools like
4 AWS CodePipeline and
L optimi:ing Zerforn?: Pes L AWS CloudFi)rmation.
cost, and security.
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AWS SysOps ki
Administrator 5 AWS Security - dedad
Engineer ) ‘
' Design and build data
Manage and operate Implement and manage processing and
AWS infrastructure and security controls and analytics solutions on
applications, ensuring compliance standards for AWS, utilizing services
availability, AWS environments, like Amazon EMR,
performance, and safequarding against Amoazon Redshift, and
security. ' security threats and Amozon Athena.
L vulnerabilities.
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Trainers Profile

¢ Blended Learning Focus: ICSS AWS trainers prioritize blended learning for
comprehensive cloud computing understanding.

e Practical Approach: Trainers integrate real-life AWS projects and case
studies for hands-on learning experiences.

e 12+ Years Cloud Experience: ICSS AWS trainers in Bangalore bring over 12
years of collective cloud computing experience.

e Cybersecurity Professionals: Trainers are cybersecurity experts, providing
insights into cloud security practices.

e Corporate Training Specialization: ICSS AWS trainers offer tailored
corporate training sessions aligning with industry standards.

¢ Individualized Support: Regular assessments and personalized attention
ensure student progress.

e Career Development Assistance: Trainers assist with resume building,
interview prep, and interpersonal skills development for career success.
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Student Achievements
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HSD Responsible Disclosure: Rabsun Sarkar Reported
a Vulnerability in the Security Talent Website

20 Jun 2018 | Author: HSD Foundaion ol

HSO has o Assgonaibie Discloaurs Policy for its T systems.
Recently, Raboun Sarkar (Certified Ethical Hacker from India)
roperted a vuinerability in the Seourity Talont webaits, showing
ing such a palicy. It concema Host Header 8
oaLe the web applcation 1o behave in

unexpeoted ways.

Our websits developer Masike Media quickly took sotion and
sohved the iasus, We are very qrateful for theis sxpertise and

TP-Link TL-WR840N - Denial of Service

EDB-1D: CVE: Author: Type: Platform Date:
EDB Verified: Exploit: £ / {}
Vulnerable App:
¥ Exslott Thele:- T-Uink Mreleis N Asuter WAOT - Buffor Overfloe
# Date:. MEEOT-26
¥ Veodkor Homepage: - BEtpi: /. 110k con

Monstra-Dev 3.0.4 - Cross-Site Request Forgery (Account Hijacking)

EDB-ID: CVE: Author: Type: Platform Date:

(<]

EDE Verlfied: Explol: £/ {}
Vulnerable App:

: Monstratie 30,4 - £rova-Skte Regurst Forgery{Account HLjackiogh

Rabsun Sarkar one of our students has found
zero-day vulnerabilities in Google and in the
Security Talent Website and also reported the
same:

https://securitydelta.nl/news/overview/hsd-responsible-
disclosure-rabsun-sarkar-reported-a-vulnerability-in-
the-se- curity-talent-website

Aniket Dinda is our student who has found
out about Zero-Day Vulnerability and has
been published on Exploit DB:

https://www.exploit-db.com/exploits /45064

Nainsi Gupta is our student who has found
out about Zero-Day Vulnerability and has
been published on Exploit DB:

https://www.exploit-db.com/exploits/45164



https://securitydelta.nl/news/overview/hsd-responsible-disclosure-rabsun-sarkar-reported-a-vulnerability-in-the-security-talent-website
https://securitydelta.nl/news/overview/hsd-responsible-disclosure-rabsun-sarkar-reported-a-vulnerability-in-the-security-talent-website
https://securitydelta.nl/news/overview/hsd-responsible-disclosure-rabsun-sarkar-reported-a-vulnerability-in-the-security-talent-website
https://securitydelta.nl/news/overview/hsd-responsible-disclosure-rabsun-sarkar-reported-a-vulnerability-in-the-security-talent-website
https://securitydelta.nl/news/overview/hsd-responsible-disclosure-rabsun-sarkar-reported-a-vulnerability-in-the-security-talent-website
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Our Recent
Placements

Placed at: Placed at:

—~ —~
(= Tecplix (~ Tecplix

SUVHANKAR PROSAD KAR NAGACHARAN UN ARAPAN SAHA

Check Offer Lottas Check Offer Letter Check Gfter Lattes

Placod at: Placed at Internship at:
CcTC 1 g
f: Tecplix f: Tecplix 3.6LPA ) i‘\:;}.‘ﬂ:‘
o ¥

KUSHAL MV AYUSH RATHORE PRASANDEEP SUTRADHAR

Chack Offer Lotiar Chask Offer Latter Crecxorter Latter

Internship at:

AmATRICS
o Applcations

ANIKET KUMAR TANHAZ HUSSAIN SHIBASHISH SAHA

Diploma in Cyber Security Ethical Hacking “

Chack Offer Lotiar Chask Offer Latter Chask Ofter Latter
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Our Achievements

HC'Business Connect
10 MAOHT PROMSING
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Reinforcing a guarding shield
for your treasured data

Abhishek Mitrs
T & Fosaser

= sy

Suemssen || INDIAN CYBER
e SECURITY 50LUTIONS

[P T GUANTIFYING CYBERRISKSVIA A PLETHORAOF

CYBER SECURITY SOLUTIONS

BRAND STREET

SHIGOI INDIAN CYBER SECURITY SOLUTIONS
SECURITY -

SOLUTIONS N -
| &=

sevgnizedd by SHGONINGI W gazime s

silieonindia 1o most rromising
CYBER SECURITY CONSULTAZPSE

Thirough this Qwand, id applaud the axganizations that offev
cutcome-oiented acientific & technalogy fnowdedge, and theix ingenuity to Leverage
the fieat practices in developing inncvative technatogy sotutians
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Media Coverages

RITANGSHU BHATTACHARYA [ ABHISHEK MITRA

INDIA'S 'DIGITAL
ARREST' MENACE

/
OCTOBER, 2024

AGRAWOMANDIES AFTER
BEING THREATENED

~ ACTORRAJINIKANTH
DISCHARGED

RPLUS
NEWS _

TO DUPE
INVESTORS

PHISHING
ATTACKS



https://youtu.be/eb0Cs3sWFJ0
https://youtu.be/Gyp5_eTqyNA
https://youtu.be/OK99qbJdpaQ
https://www.youtube.com/watch?v=quqTNNVcmf4
https://youtu.be/8EOhmjIPxMY
https://youtu.be/v6qy3K8a1YE
https://youtu.be/5DaGkVCt5fU
https://youtu.be/EqTMTsoEZeI
https://youtu.be/KIxOAMTTHDQ
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Seminar & Workshop

Lovely Professional University Guru Nanak Institute of Technology- Jis Group
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Seminar & Workshop

Live Cybersecurity Demo with
Bhutan Security Forces

Cyber Security Training Cyber Security Workshop at
at Lux Cozy Police Department

EEFH SECURITY COMF

FOTEL By e

Smartathon 2024, hosted by Cybersecurity Conference at
Ericsson Telecommunications Inc. Keens Conference, Hyderabad

Foasdowg
o Highe: Education
S, Py

Cyber Security Workshop at Certificate distribution
ICFAI University Windhoek, Namibia
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Seminar & Workshop

Cyber Security Workshop in Cyber Security Training Session
Namibia for LIC Senior Management

Mr; Abhishek Mitra Was Invited to Mr. Abhishek Mitra |s invited to'

CSIR-CIMFR’s loT-Based Smart conduct a workshop IIT (ISM)
Mining Initiative Dhanbad.

r.lﬂ-\bri“i-ashek Mitais invited to Mr. Abhishek Mitra Invited to

conduct a workshog at CSIR- Conduct Workshop at Govt.
CIMFR, Dhanbad Polytechnic, Nirsa Dhanbad

et foe Exeelonts in Cybeer Law sad Ihata Freeection
UKL Lam Sehaal IFIIE, Myderabad
one Illylﬁll(lllep

mmumanm«mmmmm

Zak Cheteber ZOCE, [0030 001

ST,
D ICFA Line School, IFHE, Mydembes
Speakers Brmark
W, Abinhak Wit
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M Advecate
Laswyer Cibar Forensa:

ICSS and liICS conducted a session at ICFAI UnlverS|ty on Cyber Securlty
and Legal Frameworks.
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Our Hiring Partners
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Optimizing solutions...
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Other Collaborators

Parul University: Indian Cyber Security Solutions (ICSS) is
delighted to join forces with Parul University in April 2022,
marking the start of a five-year strategic collaboration
focused on pushing the boundaries of cybersecurity
education and research. ICSS will be investing its expertise
and resources into this venture, equipping students with
unrivaled skills for success in their field - ultimately igniting
positive change across the industry through our steadfast
commitment. We are brimming with anticipation over what
incredible results will come from this partnership!

MAKAUT (ISKFGI College): With the ever-growing demand for

skilled cybersecurity professionals. ICSS has teamed up with MAULANA ABUL KALAM AZAD
SKFGI College in a long-term partnership to establish an O ES T pENGAL
industry-leading program. For 10 years we will use our 2
wealth of expertise and resources to ensure that students
receive cutting-edge knowledge and skills from this
collaboration- creating future leaders who can tackle any
cybersecurity challenge. Our ambition is clear-develop
tomorrow's talent today by empowering young minds into
becoming successful digital citizens!

4

SUPREME KNOWLEDGE FOUNDATION

6’&0 Q")

v, <
 oF INsTVTS

L7 Perir O Anowledge And Exeelerss [ 1

Lovely Professional University: Indian Cyber Security
Solutions has collaborated with LPU to organize cyber
security workshops, Hackathons and Bootcamps. The
students at LPU put their skills to the test, making for a truly

IPIROFESSIONAL

.N IVERSITY inspiring event. LPU and ICSS have decided to organize more
such events as these events help them to sharpen the skills.
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Our Competencies

W
= 5 QDB\?/ a2 AR

Sar utha ke jiyo!

‘\(eq

D TITAN % lnd!an §ilk House

Excl LISI\’!!S

M ——— SET ] [ oo |

v g o

TECH I Lo UM D o 5 e

Count On MOL.

puiniilh SKIEPER Gija gozO ¥

= PIPES

JverGREEN EiSastaSundar:

health & happiness
IERTU'IL

FIVE STAR NN

Business Finance Limited

D C-Quel INIREI 4 ANZA

9 Dheya Engineering Technologies

VHOLLY OWHNED SUBSIDIARY OF

llllll J‘mﬂT‘E gHARA‘EFOHGE IVEEMMG’! z thoughtscrest SiMpLi:YEX

i -::;edkal CAJLLFDERCE )>) Q E;e‘rg‘uislu.lure..makeil J . ;gi @ =

%ol @ CodelogicX

k.—\vnn Solutions & Logistics Pvt. Ltd. SAM @ [lgﬁtm Netwarks

b TRADEJINI

iCT /p ‘@ éﬁl:l:
EXCHANGE

@YWS .(:Q). interfacing. ggktech

. M B Control &
sramin Bank < Es P Lid,

© tean IRxEA

AGILE INTELLIGENT TRANSFORMATION

Qsém allReauve i U &

Integra
& |dos  Medblaze
— T RO W | Solutions




Contact Us

Aabhishhek Mitra
Founder & CEO
98313 18312

Registered Office
Kolkata, India

DN-36, Primarc Tower, Unit
no-1103, College More, Salt
Lake, Sec-5, Kolkata-700091

Corporate Office
Bangalore, India

Pooja Arcade, No.55, 2nd
Floor, 5th Cross Road, St
Thomas Town, Ramaiah Layout,
Kamanahalli, Bangalore
560084

www.indiancybersecuritysolutions.com

@ info@indiancybersecuritysolutions.com




